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:'irectory in a Chip Multiprocessor

- BREMBLERHZRIMNECache (H=Cache) H
— E%LE%T/WAE CacheHFRAVHEXIER

- wIPECache BT 1 banks, LAM@EFHITiHRE
— CachelJbanksE{RTLAS coresfVEi=HE, HBAILAAE
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Processor | Processor | Processor | Processor | Processor | Processor | Processor | Processor
Core O Core 1 Core 2 Core 3 Core 4 Core 5 Core 6 Core 7
Private Private Private Private Private Private Private Private
Cache 0 Cache 1 Cache 2 Cache 3 Cache 4 Cache 5 Cache 6 Cache 7

3

Interconnection Network (or Crossbar Switch)

Shared Cache Bank 0

Shared Cache Bank 1

Shared Cache Bank 2

Shared Cache Bank 3

Memory Controller 0

Memory Controller 1

Memory Controller 2

Memory Controller 3
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Directory in the Shared Cache

- Shared Cache 8 &FFBRIFAB Cache
— H=CacheEFfABcachetREIHBRE
— Example: Intel Core i7
- BRfEHEcacherh
— H=cacheFPRHBENRIEINZE Fpresence bits
— WMRBKI processorsfBAH R cache REMRZF
presence bits(kfif) + statefil
— Presence bits §7x 7 & &1% I copyHicores
- B REfBEHEEFAB cacheflHEE cache PRPIAHER
— fEFAB CacheRIRAVIRZ: State = M (Modified), S (Shared),

or | (Invalid)
State Tag Block Data Block in a Private Cache
Presence bits | State Tag Block Data Block in a Shared Cache
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— AERESERANTR
B3 (Home Directory)
— FiCacheRTAX(ER

AlthsgFAB Cache (Local / Private Cache)

— BZR{#FFHpresence bits [ state 1BExcacheil

. izf8Cache (Remote Cache)

— 1ZCacheHEE&— N CachetRHIEIA, 4bFmodified B¢shared 25
. Cache—ESIIE BIE{RilESingle-Writer, Multiple-

ea ers
- WR—PREEAMCache PATModified?S, FBAR
TS, e B L

. KBS, AE %T:l"t ZIFRR A IREE
- FFEEREEERRE
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States for Local and Shared Cache

YWFAEih (FAF) cache I, FEIFIRS:

1. Modified: {XBiCache BFiZIR{EXOIRIEIA

2. Shared: iz oJgefExZ /1 CacheHRBEIA

3. Invalid: iZIRTSH

YWFIH=CacheFPRIIR, FEAMMINTE:

1. Modified: R—/FitiCache2XMRAVHABE
RE—AFiiCache EFIZIMERFRIRI A

2. Owned: =CacheEmodifiediRfYiHEEH

Modified block#t B [B|1Z|IHEE=Cache, {BAERTE
2hFownedSHIRAT LA Z N A itiCache =

3. Shared: iZzRoJgEEFIZIZZ /N cache
4. Uncached: iZIRAFE{E Py E=Cacher

2021-6-11 TTEUAR G 12




Read Miss by Processor P

« Processor P %&3i% Read Miss jBE%8 Home

directory

- Home Directory: block 2 Modified7
— Directory AZ1% Fetch message S B1Z R remote cache
— Remote cache &% Write-Back message %l directory (shared

cache)

— Remote cache Bz HRMZ A J9shared
— Directory EHEFIX NI HEZHURER /I owned

— Directory AIEEWELEP, F

RS X W TF-PHYpresence bitE&{\

— PHYLocal cache {FATZIEIRIBUIAZSE /I shared
« Home Directory: block @Shared or Owned#s
— DirectoryZIXE0REP, FIEXIM PHIpresence bitE{iz
— PHYLocal cache {FATZITEIRBUIAZSE /I shared
- Home Directory: Uncached -> I\ TFfi#zZ2H3REUR

2021-6-11 TTEUAR G 13




Read Miss to a Block in Modified State

1. Read Miss by P
Requestor Requesting block A

Processor P Shared Cache

<>
Private Cache Memory

+ Directory

] 4. Datablock A /

reply message to P /

e

2. Fetch Block A 3. Write-Back Block A
Total of 4 MESSages Requested by P Requested by P
Processor Q writes-back
Block A to shared cache

Block A is shared by P and Q

It is owned by shared cache Processor Q

Private Cache

2021-6-11 TTENWKRREMS 14



_,,_ Write Miss Message by P to Directory

- Home Directory: block EModified7

— Directory /1% Fetch-Invalidate message 54MEEE0/ICache
(Remote Cache)

— QbIEESQRYcache B AR EURN S BRLEP
— QHYcache’EXIMIRAPIRE R Ainvalid
— PHYcache (Local) 32U ERITRASIRE B (& S Imodified

— Directory & 5(7}_‘_ 7 FQHY presence bitEfi7, FEXIRIFPHY
presence bit B{\

« Home Directory: block 2 Shared or Owned

— Directory fR#Epresence bit{ VSRR EE AXinvalidate
messages

— Directory#U acknowledgeild BFF1EXI M AYpresence bitsE {37
— Directory RIXEIERISERL5P, FHGPXIMAY presence bit &\
— PHYcache Fdirectory FBAZRAVIRZSIE M /9 modified

» Home Directory: Uncached -> I\TFfilzZ3RANEE

2021-6-11 TTEUAR G 15



Requestor

Processor P 1. Write Miss by P Shared Cache
ﬁ
Private Cache Requesting block A <> Memory

\ + Directory

3-| Data block A ; 2. Fetch-Invalidate
reply message to Block A Requested by P

|

Processor Q
Processor Q sends data reply to P Private Cache
Q invalidates its copy of block A

Block A is then modified by P

Total of 3 messages

2021-6-11 TTENWKRREMS 16



1. Write Miss by P
Requesting block A | ———|
Shared Cache

.-——"‘"_.-—
<> Memory
—

+ Directory
5. DatablockA |—"
reply message to P

Requestor

Processor P

Private Cache

2. Invalidate A

Directory sends invalidate |
messages to all sharers Processor Q

Processor R

Private Cache <

Directory receives acknowledge &
message for all invalidates and 3. Invalidate A 3
. . o

clears their presence bits y =

<

<

Directory sends data reply
message, and changes state of
block A to modified

Private Cache

2021-6-11 TTENWKRREMS 17



1. Invalidate block A

Requestor

Processor P

Private Cache

_—|
"-\._____-_

Directory sends invalidate
messages to all sharers

Directory receives acknowledge
message for all invalidates and
clears their presence bits

Directory sends acknowledge
message to P, and changes state
of block A to modified

2021-6-11 TTENARSEE

Requested by P [ ——

5. Acknowledge A fone= |

Shared Cache

+ Directory

Memory

2. Invalidate A

|

Processor Q

Private Cache

3. Invalidate A

|

Processor R
Private Cache

4. Acknowledge A

18



Directory Protocol Messages

Message Type

Read Miss

Write Miss

Invalidate

Invalidate

Acknowledge

Acknowledge

Fetch

Fetch &
Invalidate

Data Block
Reply

Data Block
Write Back

2021-6-11

Source

Local
Cache

Local
Cache

Local
Cache

Home
Directory

Remote
Cache

Home
Directory

Home
Directory

Home
Directory

Directory
or Cache

Remote
Cache

Destination Message Function

Home
Directory

Home
Directory

Home
Directory

Remote
Caches

Home
Directory

Local
Cache

Remote
Cache

Remote
Cache

Local
Cache

Home
Directory

Processor P has a read miss at address A
Request data and make P a read sharer

Processor P has a write miss at address A
Request data and make P the exclusive owner

Processor P wants to invalidate all copies of the same
block at address A in all remote caches

Directory sends invalidate message to all remote caches to
invalidate shared block at address A

Remote cache sends an acknowledgement message back
to home directory after invalidating last shared block A

Directory sends acknowledgment message back to local
cache of P after invalidating all shared copies of block A

Directory sends a fetch message to a remote cache to fetch
block A and to change its state to shared

Directory sends message to a remote cache to fetch block
A and to change its state to invalid

Directory or remote cache sends data block reply message
to local cache of processor P that requested data block A

Remote Cache sends a write-back message to home
directory containing data block A

HENRRES 19



*» Three states for a cache block in a local (private) cache
CPU read hit

+ Similar to snooping coherence protocol

Invalidate / Acknowledge

*» Requests by processor

CPU read f Read miss messaggl/

< Black arrows mw - Shared
7 (read only)
*» Requests by directory
5 | 5| CPU write £ ,
< Red arrows ¢ | @ g
= -~ E @
E =138 -E E
EE 2
£e|E > &
8|7 Ee
33

Modified

(read/write)

CPU read hit
CPU write hit

CPU write miss /
Write-back, Write-miss message

2021-6-11 TTENWKRREMS 20



Write Miss

Request by Q
Fetch-Invalidate P, Data-reply to Q, Presence[P] = 0, Presence[Q] =1

2021-6-11

Get block from memory

Read Miss request by P
Data reply to P
Set presence[P] =1

Read Miss request by P
Get block from memory;
Data reply to P, Set presence[P] =1

Shared

Uncached
(read only)
-:.‘?:":Jr
°
Write Miss ﬁf? tq*-e‘
request by P
™
i
a o
o'm
=
7: § = Read Miss request by P
E E *}@@b@ Data reply to P, Set presence[P] =1
R
aw W o
O~ Write Miss (or Invalidate) request by P

Modified

(Processor P)

Invalidate all sharers, clear presence bits
Data reply to P, Set presence[P] = 1 Owned
by shared

cache

Read miss by Q - Fetch P, Data reply to Q
Write-Back by P =2 Presence[P] =0

TTENARSEE 21



Summary

« PHINHEFEAICache—EIEIDIN

— CacheIRAPIRE:
» FACacheIIRAVIRZE: / HRF Cache RAPIRZS
State|  Tag Block Data Block in a Private Cache
Presence bits|State|  Tag Block Data Block in a Shared Cache
- PREEBIIRE: WSTZE
- FiEE—TER)RE

— Consistencyff " AR IS AR FiEes R ERNERFE, BIRrE
QOIRE & BAVFrEIhaIfRIESSREFrEMELL) ez

— CoherencefAR AR IR RS 017 ES1E EI LR/ FRIEFART ,
BPifiaE -/ Cache RS ER DI R

2021-6-11 TTEUAR G 22
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FhERE—IERNENX

y =l ==RpYEFiER—IHRBEES 1N

R Y1 ifEE

g#ﬁﬁ%iﬁﬂ SR BT ER TR R R —74
KE.

— Cache—Hff (Coherence) {RIERIRSNHEFET BFRIE—STT
gf%g@ﬁﬁﬁﬁ IENERA WA, e ERTEEE "RERE—RS

— REBERTE NRIEHR(TRT A /IR AT

— Cache—EU4 MR BT KA IEEEP1FNP2XI A EI AL R TR A
— Cache—EUMEIMNIRB T N EIP2II AR & R TThISIR(FHEXS T-P1RT
WA

P1 P2 (A, flag are zero initial)
A=1 while(flag == 0) ;
flag=1 print A;

2021-6-11 TTEUAR G 24



Implicit Memory Model

- fFERE—1%(Sequential Consistency) [Lamport]: %%
ﬁ:%iﬁﬁﬁﬁﬂ‘ B EEEI%&‘ "%ﬂlxiﬁ(swapﬁ MELIEFREFR
IR 2 BEiEsRRF, FeSUESBNEBERARE.

Eﬂ AeES R EHNTT, éﬁr— RIS EHIZRY
=FF

— ARSI TR HAT
- F§HENRELIERFINT

 No caches, no write buffers MEMORY

2021-6-11 TTEUAR G 25



Understanding Program Order — Example 1

« Initially X = 2

P1 P2
r0=Read(X) r1=Read(x)
rO=r0+1 ri=r1+1
Write(r0,X) Write(r1,X)

Possible execution sequences:

P1:r0=Read(X) P2:r1=Read(X)

P2:r1=Read(X) P2:r1=r1+1

P1:rO=r0+1 P2:Write(r1,X)

P1:Write(r0,X) P1:r0=Read(X)

P2:r1=r1+1 P1:r0=r0+1

P2:Write(r1,X) P1:Write(r0,X)

x=3 x=4
20214611 e 26




¢2)) Understanding Program order-Example 2

P1 P2 P3
A=1; > while (A==0);
B=1; > while (B==0);
print A;
{RiZA,BRIHIIR(E/H0;

MNERRAESR; P3MiZimEH A=1;
WNRPIFAVFENIYIZEARNEIRIE, EP3FNANFERINYIB#HTT
SifE, BBAP3FAIEEELBRFHEFARIBE (flalMcache), X
HERMA B R INFER—EEK,

2021-6-11 TTEUAR G 27



Optimization 1:
Write Buffers with Bypassing Capability

Read \ Read \ Pl P2
Flag? | |y ' Flagl | ..
5 ‘Write Fiagl 13 e ‘Write Flag2 ¢4 Flagl = 1 Flag2 = 1
Shared Bus if (Flag2 == 0) if (Flagl == 0)
critical section critical section
Flagl: 0
Flagz:0 | emory
(a) write buffer
ti: FREIFANESR
Flag1#1Flag2pdFi{E&B{EWrite bufferd
SHEFHSBIRENFESERFAR, ERSCHN, P1FIP2aFEA#HAIGTRX
2021-6-11 TR REGE 28



Optimization 2:
Overlapping Write Operations

P1 ‘ ‘ P2
| | -Read Data 13
General Interconnect Read Head ¢2
' P1 P2
Write Head Write Data
t1 \ t4 \ Data = 2000 while (Head == 0) {;}
l l Head = 1 o =Data
Head: 0 Data: 0
Memory

(b) overlapped writes

- ESLHEAMLE: B SSnYERERR
- STEFMESBIER: BEHTESFE, ReiESHEE
— BHwrite Data 5 Write HeadilY52iF 5 1EFF X
— 1H B3 P2 §55iEEHeadfIFME, Data BIIBIE, 13E/SC AN

2021-6-11 TTEUAR G 29



Write Head t3
Write Data 2 General Interconnect
Read Head Pl Lo
4 Read Data .
/ (1 Data = 2000 while (Head ==
l l Head =1 ... = Data
Head: 0 Data: 0
Memory

(c) non—blocking reads

. 1F11§P1%i RIEFRER hl" FTTEiERRIRIE, P27tiTlloverlapped BIF5E

1TiEIR{E (non-blocking read, speculatlve execution, and dynamic

scheduling)
. glam uﬂnﬁFzEPZ Read Data 1RBIF P18JWrite DatafiJigiR, SEEkk
n

2021-6-11 TTEUAR G 30
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Z IR RR IR FRIEIE
L REMHTH BRI

— !Z[IQﬁDHEJ%F_ FHTARIF I THITRVRSR, LABRIESHY
X ’—I—\

— WAL/ F'Txd tRIFARIERE, LB RSIERmS

EEHGEIJ;:'{T 351

* Load/storef{ERYIFFI)ER
— Operations: A, B, C, D
« BHFLMIMIRERIT (FIREER) XEER(E?
- EFRS ,“:&é:mtﬂwﬂ\)\ﬁ’]ﬂ]w}i ISASEZITE

1%‘%%5%*)5)? BRI TN
- FIRHEAEEOMEE, 21: BT debugging BTREIRE.

i
: SR EEEN, 13 o1t BN
poR R SN bR U

2021-6-11 TTEUAR G 31



EBMMMEES g R ER =
» RM{EMFEEHEvon Neumann {RELAE

* IRFEBRITIT

— FE(H

11 Tload#storet FLARE R I FH01T

* ALFPITACZEIEFIBX
— BMHLIZ TRl Sloadfstore R FRIZS

- L=

R SRS R,

- IEFHIAREIRE TSR Y, BF-

Ui

_$3I:|EJ

F

- TR YEIPXMFRIERIMTHH, PE(E 7 1$6E 18

my

2021-6-11
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SR IR eI EER R FRURR

- SIMEHERIFRA LI TEERRIRE
+ RERYI AU R SRR R SR i RE
- HHEIRVANRR(ERILALMES R RATHIREE

SR
- i HTER, 1EEES
(B UM

T EHURREH



MIM D4R SR F SR ERR

-y

R TR IRELARE R T M & TR 2L I R
LH—1 iz (RigEA LR TS von NeumanniREl)

- SMLERARMRNITEFESRIERE
- FiERRNWE R B AL ERERFEERRE?
— BRI ERE A BRI ERR R A E SRR E R NIZE T ARF?

program order (<p) of Core C1 memory order (<m) program order (<p) of Core C2
Li:rl =flag: /* 0%/
-+ — — — ——_—_—— — — — — — -
S1: data = NEW; /* NEW */
______________ il L1: 1l = flag; /0 %/
-+ ——— - — — ———— = — — -
L1:rl =flag; /* 0%/
- — — — — — — - — — — — — -
S2: flag = SET; /* SET */
______________ - L1: ¢l = flag; /* SET */
- — — — - — — — - — — — — — -
L2: r2 = data; /* NEW */
- — — — - — — — — — — — — — -

FIGURE 3.1: A Sequentially Consistent Execution of Table 3.1’s Program.
2021-6-11 TTEINIRRES 34



FRRUEEME

- TR

- BleFRIEX P TER R EENFE R T FHYEIL

- IETFTE

SPVW NGl 51 L ot e 2o P N

» TEREFIMXANN

— SEHIRF ST “sequential ordering”{SE{SAE(HIZIT A

RIS S ol
caches)

RIS TEZ (5140, 000 H4T,

« <p : ERFF(program order)
<m : FitzZIE{ER(memory order)

2021-6-11
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0l = B e e

“ A system is sequentially consistent if the result of any
execution is the same as if the operations of all the
processors were executed in some sequential order, and
the operations of each individual processor appear in the
order specified by the program”

Leslie Lamport

Sequential Consistency =
Z P HE M FHERRHRIEATLUERRX
FMHENESERERBRERF

2021-6-11 TTENWKRREMS 36



iR —1ERY 7850 A4

- STHEALRAMNT, BIRFER—1EHE
ﬂﬁﬁi!ﬁ@%@@ﬁﬁ.ﬁﬂ@¢ﬂ
EEFFRNSEFNTFUESRS. Bt
BTFIENX:

— R RE—ERH T RN —IRFT
RIEERSHIE ZEMEI’__”}E_WT EI’J'ﬁ'{ZIK}'“ =

FNER—, BARERBIXRIITERIR A2
a7 fal—hY.,

—J||JJ¥ —ERER S : QD%T:I_:_/I\?\%J:E’SHEE@
BERHITERRIRFERE—, BBAXNRSH
ZEJ”J\F_ [&]—RY
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NP = —1ERY 7852 A4

-  BOHEIRBRERITERRLFERE

- REEHER, HEEFEEMNzMN, TELHET—N
I

- RLiER(ER, HIEANEFEHENTK, EEFEFERM
EZHERVBBN SISk, AEEAR L SR TANRE. BD: 0
RIZSRENXNMLBRRIRTTE S, BAXMIEIRERNIZ
FHZSIRIFIFTEL IR T .

+ BEANFRMHRIET SIRIFRNEFE. BNERMEQAEFEEE
LABNSIREEFERIN
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TABLE 3.1: Should r2 Always be Set to NEW?

Core C1

Core C2

Comments

S1: Store data = NEW;
S2: Store flag = SET;

L1: Load rl = flag;
Bl:if (rl # SET) goto L1;
L2: Load 12 = data;

/* Initially, data= 0 & flag = SET */
/* L1 & Bl may repeat many times */

program order (<p) of Core C1

S1: data = NEW; /* NEW #/

2021-6-11

memory order (<m)

program order (<p) of Core C2

Li:rl =flag; /*0*/

FIGURE 3.1: A Sequentially Consistent Execution of Table 3.1s Program.

THETUWRREN

(1) Bk B coreth{THILoad/Storei# B F2FF Fr
/* Load -> Load */

If L(a) <p L(b) => L(a) <m L(b)

/*Load -> Store */

If L(a) <p S(b) => L(a) <m L(b)

/* Store ->Store */

If S(a) <p S(b) => S(a) <m S(b)

/* Store -> Load */

If S(a) <p L(b) =>S(a) <m L(b)

(2) FE—F %R T Loadi@ERENRIET &
1E—% 544 (global memory order)

Value of L(a) = Value of Max_,{S(a) <m
L(a)},

Max., <~ &L memory order

39



Sequential Consistency

- SC YR T BRI ERIRERYE:

* Write »> Read
* Write —> Write
* Read — Read
* Read — Write

- EREXHTEFRNITHIR PR

- (B, B EERIEEE FHNSIENEESSREREHE
£ J_I§SC1‘§§=

+ RAGUHERR R P —BAME MR ERIFRI RIS

geieF(write buffers, overlapped writes, non-
blocking reads...).

 Question: M{AiHEAEEEIRAS SCRIZIR?

2021-6-11 TTEUAR G 40



AT EN R ZEELISC AYa)@

e Qut-of-order execution capability
Load(a); Load(b) yes
Load(a); Store(b) yesifa=b
Store(a); Load(b) yesifa=b
Store(a); Store(b) vyesifa=b

e Caches. Write buffer
Cachef{F5F—4AIEEEaYstoretE R et 53— IE S ENBTE 2

No common commercial architecture has a
sequentially consistent memory model ! I !

2021-6-11 TTENWKRREMS 41



* Rules:
— X — Y :Operation X must complete before operation Y is done

Sequential consistency requires (SC) :
R-WR—->RW—-RW->W @D SC

_ D75
I / IBM;370
Relax W — R (TSO) o TST’O‘\pc/
“ : P o vory | seeesosessessdiowess eesse e A ewenn sl gmesy s
Total store ordering” (X86) QD Pirn f
Relax W — W (PSO) B T R W
“Partial store order” av) TSRCse ,- AP
/ PowerPC
RMO owerPC
RCpc
RelaxR—=WandR—R Figure 2.24: Relationship among models according to the “stricter” relation.

“Weak ordering” and “release consistency”
RelaxR—- R,R—> W, W-R, W —> W (RMO)
“Release Memory Ordering”
Maintains the program order to access the same location:
W—-R W—-oW

2021-6-11 TTENWKRREMS 42



Simple categorization of relaxed models

Relaxation W—=R | W—W | R—RW |[ Read Others” | Read Own || Safety net
Order Order Order Write Early | Write Early
SC [16] Y
IBM 370 [14] % serialization instructions
TSO [20] Y. Y RMW
PC [13, 12] 7 v/ V RMW
PSO [20] 7 I o RMW, STBAR
WO [5] v/ Vv Vv v/ synchronization
RCsc [13, 12] v v Vv v release, acquire, nsync,
RMW
RCpc[13,12] v/ v vV v/ v release, acquire, nsync,
RMW
Alpha [19] " 7 > o MB, WMB
RMO [21] v Vv v & various MEMBAR’s
PowerPC [17, 4] v/ Vv Vv v/ V/ SYNC

Figure 8: Simple categorization of relaxed models. A / indicates that the corresponding relaxation is allowed by
straightforward implementations of the corresponding model. It also indicates that the relaxation can be detected
by the programmer (by affecting the results of the program) except for the following cases. The “Read Own Write
Early” relaxation is not detectable with the SC, WO, Alpha, and PowerPC models. The “Read Others’ Write Early”
relaxation is possible and detectable with complex implementations of RCsc.
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TABLE 4.

1: Can Both rl and 2 be Set to 02

Core €1 Core C2 Comments
51:x = NEW; 32: y =NEW; /* Ininially, x = 0 & y= 0%
Ll:tl=y; L2:12=x;
program order (<p) of Core Cl memory order (<m) program order (<p) of Core C2
S1: x = NEW,; /* NEW */
——————————————— g 2.y =NEW; = NEW */
Ll:rl = y; /* NEW #/ A s e ——
—————————————— - L2 r2=x;* NEW */
o = ———— = — — — — =
Dutcome: (rl, r2) = (NEW, NEW)
(a) TSO & SC Execution 1
S51: x = NEW_ /* NEW */
—————————————— -
S et s T T S2: y = NEW; /* NEW *f
- —_-———— — — — — — — — — -
L2 2 =x; /* NEW %/
*_ ——————————————————
Outcome: (rl, r2j = {0, NEW)

2021-6-11

(b)) TSO & SC Execution 2

THETUWRREN
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TABLE 4.1: Can Both r1 and 2 be Set to 07

Core C1 Core C2 Comments
S1:x = NEW; 52: y=NEW; /* Ininially, x = 0 & y= 0%
Ll:rl=y; L2:12=x;
52: y=NEW, = NEW */
- —_—— - — — — — — — — — -
LE 2 =x; 0+
51: x = NEW: /* NEW #/ g e i T e e
_______________ -
Li:rl =y; /= NEW */
______________ *4  Outcome: irl, r2) = (NEW, @)
ic) TSO & SC Execution 3
Sl:x =MNEW: + NEW */ §2: v = NEW: /* NEW =/
S i ok . L LER=x 0¥
'l ""';‘f —————————————
»
Outcome: (ri, r2) = (0, 0

(d} TSO Execution, but NOT an SC Execution

RE 4.2: Four Alternative TSO Executions of Table 4.1% ngra.m.

2021-6-11
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TABLE 4.3: Can rl or r3 be Set to 0?

Core C1 Core C2 Comments

S1: x =NEW,; S2: y=NEW; /* Inmitially, x =0 & y = 0%/
Ll:rl =x; L3:r3=y;

L2: 12 =y; L4: 14 =x; /* Assume1r2=0&r4 =0 */

. M(r2, rd) = (0, 0) B, (r1, r3) —E¥H (0, 0) ?

2021-6-11
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program order (<p) of Core C1 memory order (<m) program order (<p) of Core C2

_ eaE WA e 52: y = NEW; /* NEW */
Ll:rl=x;/*NEW#  \ _bypass AR
I o foeb iy o g MNP b—\ — bypas_i//L?’:rz’:y;/*NEW*/
o T T T T
_ L_2.i2_y,_/*_0’i/ - l\_., Yy, Ld:rd =x;/*0*/
\ il = e e a e R G e G R
Y 4
Outcome: (r2, r4) = (0, 0)
' and (rl, r3) = (NEW, NEW) '

FIGURE 4.3: A TSO Execution of Table 4-3’s Program (with “bypassing”).
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Memory Fences

Instructions to sequentialize memory accesses

LI E5[E]— 4 S AR R g RS iR B AU AL IR RS (RIS A [E]HBIEAY
loads FistorestR{EELF) TERMGFHEFMIZIESRKEHIXT KL FME
FTERIERITIL

Examples of processors with relaxed memory models:
Sparc V8 (TSO,PSO): Membar
Sparc V9 (RMO):
Membar #LoadlLoad, Membar #LoadStore
Membar #StoreLoad, Membar #StoreStore

PowerPC (WO): Sync, EIEIO
ARM: DMB (Data Memory Barrier)
X86/64: mfence (Global Memory Barrier)

FIEZS = E—FC T L B A RTARIE, IKIREFEZERT, XiFhEasrelEE
1Tt
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Table 1: Summary of Memory Orderning

[autfadig/aupe)y uonanosu julayoal|

¥
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X | X
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[ SPROT YA, PRIAPIOAY SUOHANISU] 010Ny

(SPROT JOLY PAIAPIOAY SM0IS

Y | Y| Y

4

¥

[ 5AI01S JaY Y palaploay sa101§

(SAU0IS 1Al PAIpI0aY Spro]

SEPEDT] Iy pRApuoy sped|

X ¥ 1] ETE X

x| AR B [

| LR ] A

¥ (¥ |

k" O e~ I W

Y1 XY

Alpha
AMDG4

(PA-RISC)

PA-RISC CPUs

POWER

(SPARC RMO)
(SPARC P50)

SPARC TS50
X806

(x86 OO Store)
zSeries™
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ggﬁc:

Synchronization

AR B PR F
MR LR SSEI B FlR)E:
FE - HEE A — HEREHENR

A HETERE

REFEARHRE, BEERRRESR

E&/LIEE (Mutual Exclusion) : {FEE—

MEEHIETRIN R

(=57

2021-6-11

X)

S—MHIEEREESRE

T EHURREH

!

producer

o~

consumer

!

P1 P2

Shared
Resource
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A Producer-Consumer Example

Producer

RtaiI Rta|I Rhead R
Producer posting Item x: Consumer:
Load Ry, (tail) ~Load Ryeaq, (head)
Store (Ry), X spin: 'Load Rey, (tail)
Reail=Reaii+ 1 If Rheaq==R¢ai goto spin
Store (tail), Rej Load R, (Rpead)

Rhead= Rhead+ 1
Store (head), Ryeaq
process(R)

R te < &2 NFHRITRY

2021-6-11 TTENWKRREMS 52
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A Producer-Consumer Example conined

Producer posting Item x: Consumer:
Load R, (tail) Load R;..q, (head)
1Store (Rii), X spin: Load Ry, (tail) 3
RtaiI=RtaiI+1 if Rhead==RtaiI gOtO Spin
2Store (tail), Re Load R, (Rhead) 4

Rhead = Rhead +1

Can the tail pointer get updated Store (head), Rpead
before the item x is stored? process(R)

Programmer assumes that if 3 happens after 2, then 4
happens after 1.

Problem sequences are:
2,3,4,1
4,1,2,3
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Reail Reail || Rhead R
Producer posting Item x: Consumer:
Load R, (tail) - Load Rpe,q, (head)
Store (Ryy), X spin: Load R, (tail) |
Membarsg if Rpeag==R¢a1 gOto spin
RtaiI=RtaiI+1 MembarLL

Load R, (Rhead)
Rhead = Rhead + 1
Store (head), Ryeaq
process(R)

Store (tail), Ruj

ensures that tail ptr
is not updated before
X has been stored

ensures that R is
not loaded before

X has been stored
2021-6-11 TTENWKRREMS 54



Producer

RtaiI

Producer posting Item x:
Load R, (tail)
Store (Rtail)l X
Riail = Reail +1
Store (tail), Ry

Critical section:
Needs to be executed atomically
by one consumer

2021-6-11

Consumer:
Load Ryeaq, (head)

spin: Load R, (tail)
If Rpead==Rai goto spin
ad Rl (Rhead)
Rhead = Rhead +1
Store (head), Rpeaq
process(R)

What is wrong with this code?
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Mutual Exclusion Using Load/Store

ETRNMNEETEcIFM2BIEZHIN . #FIRIRTSc1Fc2t5H0

Process 1 Process 2
cl=1; c2=1;
L: ifc2=1thengo toL L: ifcl=1then goto L
< critical section> < critical section>
cl=0; c2=0;
What is wrong? Deadlock!
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Mutual Exclusion: second attempt

Process 1 Process 2
L: cl=1; L: c2=1;
if c2=1 then if c1=1 then
{ c1=0; go to L} { c2=0; go to L}
< critical section> < critical section>
cl=0 c2=0

o ERIEL, WL —HEEFFIFrreservation (Fii])
— Process 1 sets c1 to O.

- TEHIEARIRB T, BEuReskSE Emil(ivelock) ISR

- C1=1,C2=1, ReadCZ Read C1, C1 =0, C2 = 0, C1=1, C2=1, C1=0, C2=0

-  AEERSHIMENHEREZRLTHANIRFRKX (starvation)
— B Cl=1, C2=1, C1=0, (P2)Read C1 HZNIGFRX , PIFIP2ES P2

L]
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YA Protocol for Mutual Exclusion

I. Dekker, 1966

EF3INEZETEc], 2 FturnERIINL, FIIERE=1NTEA40.

Process 1 Process 2
cl=1; c2=1;
turn = 1; turn = 2;
L: ifc2=1 & turn=1 L: ifcl=1 & turn=2
then go to L then go to L
< critical section> < critical section>
cl1=0; c2=0;

o turn = i RUFINIKIHAFE | FiF
o o cl # 2 RIENNMEREERHIFOIGERKX, 1ZHEEZH
Dijkstraa/t, 1345715
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Locks or Semaphores

E. W. Dijkstra, 1965

=28 (Asemaphore) B—AFEEE BEITTEME:
P(s): if s>0, decrement s by 1, otherwise wait

V(s): increment s by 1 and wake up one of
the waiting processes

P(s)FOV(s) RIEIRFIERAE, i.c., AEEMPHT, FEERSMbIERR

XX iflE]s
Process i
P(s) SHIRAEIE IR E /A B |G s R IXAY
<critical section> ERATHFELY
V(s)
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Atomic Operations

+ IRFE—EHERAMRERERNREFIE
- [FFIE: FRsSIREEBREFIERE, BRIEFEF—IX
2R, Hlilexchange (3ZHBIRIE) .
exchange(r,M): BIaEFFsrSFERETMAIRS
0 =1;
do exchange(r0,S) while (r0 != 0);

//S 1s memory location

//enter critical section

//exit critical section
S =0;
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Implementation of Semaphores

FElRFE—EtEE G, (S5= (mutual exclusion) A]
LAFHE#IAY Load #0 Store $5<$3CHL, {EEH KA
WRMEIRTT, —FhiE ARG 2Rt

atomic read-modify-write instructions

Examples: m is a memory location, R is a register

Test&Set (m), R: Fetch&Add (m), Ry, R: Swap (m), R:
R« M[m]; R« M[m]; Ri < M[m];
if R==0 then M[m] «< R + Ry; M[m] < R;
MIm] « 1; R« Ry;
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Multiple Consumers Example

using the Test&Set Instruction

P: Test&Set (mutex),Riemp
if (Reemp!=0) goto P
Load R;..4, (head)
spin: Load R, (tail) Critical
If Rpeaq==Rigoto spin  — Sgc?/;gn
Load R, (Rhead)
Rhead=Rheadt1
Store (head), Ryeaqg
V: Store (mutex),0
process(R)

Hith[m+FAIread-modify-write $§< (Swap, Fetch&Add,
etc.) tEESEIR P(s)F V(s)1R(E
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Nonblocking Synchronization

Compare&Swap(m), R, R.:

if (Re==M[m]) status is an
then M[m]=R; implicit
Rs=R;; argument

status « success;
else status <« fail;

try: Load Rj..q, (head)

spin: Load Ry, (tail)
If Rheag==Ri goto spin
Load Rl (Rhead)
Rhewhead = Rheadt1
Compare&Swap(head), Rycads Rhewhead
if (status==fail) goto try
process(R)
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Performance of Locks

Blocking atomic read-modify-write instructions
e.g., Test&Set, Fetch&Add, Swap
\&
Non-blocking atomic read-modify-write instructions
e.g., Compare&Swap,
Load-reserve/Store-conditional
\&
Protocols based on ordinary Loads and Stores

Performance depends on several interacting factors:
degree of contention,
caches,
out-of-order execution of Loads and Stores
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